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AVIS DE NON-RESPONSABILITE

Ce document est uniquement destiné a informer. Les informations, ainsi que les contenus et fonctionnalités de ce do-
cument sont fournis sans engagement et peuvent étre modifiés a tout moment. RF-232 n'offre aucune garantie quant
a l'actualité, la conformité, I'exhaustivité, la qualité et la durabilité des informations, contenus et fonctionnalités de
ce document. L'accés et l'utilisation de ce document se font sous la seule responsabilité du lecteur ou de I'utilisateur.

RF-232 ne peut étre tenu pour responsable de dommages de quelque nature que ce soit, y compris des dommages di-
rects ou indirects, ainsi que des dommages consécutifs résultant de I'accés ou de I'utilisation de ce document ou de
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Avertissement

Bien que nous utilisions ici un vocabulaire issu des techniques informatiques, nous ne prétendons nullement a la
précision technique de tous nos propos dans ce domaine.
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Kali Linux & KDE

I- Introduction

1. Description générale

Ce document présente la marche a suivre pour installer Kali Linux sous VirtualBox.

Référence: http://fr.wikipedia.org/wiki/Kali Linux

Kali Linux est une distribution Linux sortie le 13 mars 2013, basée sur Debian. La distribution a pris la suc-
cession de Backtrack. L'objectif de Kali Linux est de fournir une distribution regroupant l'ensemble des outils
nécessaires aux tests de sécurité d'un systeme d'information.

Kali Linux est disponible sous forme de live DVD. Il est également possible de l'installer sur un disque dur,
sur une clé USB, ou encore de mettre en place un démarrage PXE. 11 est également possible de construire son
propre DVD en utilisant les scripts Debian live-build. Cette distribution est utilisée par des auditeurs en sécuri-
té des systémes d'information comme Lexsi ou ACESI. Jean-Bernard YATA, expert en sécurité, la recom-
mande aupreés de ses clients dans le cadre de 1'audit automatisé de premier niveau, permettant d'évaluer la sécu-
rité intrinséque d'un environnement.

1.1. Note au lecteur
* Les captures d'écrans ne sont que des références.

** Les informations écrites ont préséance sur celles retrouvées dans les captures d'écrans. Veiller a se référer
aux différents tableaux lorsque ceux-ci sont présents.

1.2. Conventions

Toutes les commandes a entrer a la console sont en gras. Les affichages a surveiller sont en rouge ou en bleu.

# ping 192.168.1.149
192.168.1.149 is alive

#

Les liens de référence internet sont en bleu et ceux intra document en bleu.

Manipulation, truc ou ruse pour se tirer d'embarras.

Une recommandation ou astuce.
Une note.

Une étape, note ou procédure a surveiller.

BD>R&e

Paragraphe non complété ou non vérifié.
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I11- KDE

1. Introduction
Référence: http://fr.wikipedia.org/wiki/KDE

KDE est un projet de logiciel libre historiquement centré autour d'un environnement de bureau pour systémes
UNIX. Ce projet a évolué et il se compose maintenant d'un ensemble de technologies:

e KDE Framework, des bibliothéques et des API qui fournissent une couche d'abstraction logicielle multi-
plate-forme,

e Plasma, un environnement de bureau,
e KDE Applications, un ensemble complet d'applications.

Ces technologies sont utilisées principalement avec les systémes d'exploitation Linux et BSD. Le projet est
également disponible avec un support variable mais croissant sous Mac OS X et quelques autres UNIX
(Solaris notamment) ainsi que sous Windows.

2. Installation

Ouvrir un terminal et lancer la commande ci-dessous.

root@kali-linux-101:~# apt-get install kde-plasma-desktop -y

Au cours de l'installation il sera demandé de choisir un seul gestionnaire graphique, choisir alors kdm a l'aide
du tabulateur puis Entrée.

I Conficguration de kmnl

Un gestionnaire graphigue de session est un programne gqui permet de se connecter depuis le systéme X Window.

Un zeul gestionnaire graphigue de session peut s'occuper d'un serveur X donné, bien gue plusieurs
gestionnaires puissent étre installés simultanément. Weuillez choisir celui qui sera utilizé par défaut.

Plusieurs gestionnaires graphigques peuvent étre lancés en méme temps, 3'ils gérent des serveurs X

différents ; pour cela, configurez correctement chacun des gestionnaires graphigues, modifiez leurs scripts
de lancement dans feteo/init.d, et désactivez le test de gestionnaire graphigque par défaut.

Gestionnaire graphique de session par défaut

L'installation se poursuit.

Paramétrage de plasma-scriptengines (4:4.8.4-6)
Paramétrage de virtuoso-minimal (6.1.4+dfsgl-7)
Paramétrage de ntrack-module-1ibnl-0 (016-1.1)
root@kali-linux-101:~#
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Aprés l'installation, il est préférable de lancer un réamorcage de Kali Linux.

root@kali-linux-101:~# reboot

The system is going down for reboot NOW!01l (pts/1l) (Sat Nov 8 09:18:12 2014)
root@kali-linux-101:~#

Apres le réamorgage de Kali Linux, cliquer l'icone
dans le coins inférieur gauche pour afficher les choix
des gestionnaires graphiques.

Cliquer KDE Plasma Workspace.

Entrer le nom de l'usager désiré et son mot de passe
puis Entrée.

Default
GNOME
GMNOME Classic

KDE Plasma Workspace l

Failsafe

Le bureau KDE s'affiche. Il ne reste plus qu'a le configurer a sa guise.

HATURNINUR
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KDE

3. Partage de bureau

3.1. Introduction

Pour pouvoir partager le bureau de KDE, avec Real VNC Viewer®, il faut installer le paquet KRFB. KRFB
permet de partager votre bureau avec un autre utilisateur.

3.2. Installation de KRFB

Pour installer KRFB, ouvrir un terminal et lancer la commande ci-dessous.

root@kali-linux-101:~# apt-get install krfb -y

Lecture des listes de paquets... Fait
Construction de 1l'arbre des dépendances
Lecture des informations d'état... Fait

Paquets suggérés

khelpcenterd4 krdc
Les NOUVEAUX paquets suivants seront installés

krfb
0 mis a jour, 1 nouvellement installés, 0 a enlever et 4 non mis a jour.
I1 est nécessaire de prendre 446 ko dans les archives.
Aprés cette opération, 956 ko d'espace disque supplémentaires seront utilisés.
Réception de : 1 http://http.kali.org/kali/ kali/main krfb amdé64 4:4.8.4-1+bl [446 kB]
446 ko réceptionnés en 1s (319 ko/s)
Sélection du paquet krfb précédemment désélectionné.
(Lecture de la base de données... 338427 fichiers et répertoires déja installés.)
Dépaquetage de krfb (a partir de .../krfb 4%3a4.8.4-1+bl amdé64.deb)
Traitement des actions différées (« triggers ») pour « desktop-file-utils »...
Traitement des actions différées (« triggers ») pour « gnome-menus »...
Paramétrage de krfb (4:4.8.4-1+bl)
root@kali-linux-101:~#

3.3. Configuration

Pour configurer KRFB, cliquer le bouton Laun-
cher, rechercher krfb puis cliquer 1'icone Run krfb. Settings | Configure Desktop Sharing...

root (root) on kali-linux-101

B Desktop Sharing ¥ o

ﬁ' search: f krb | < Ble L

«  Show Statusbar

op Sharing
ows you to invite somebody at a remote
ssibly control your desktop. More about

. PRun krfb A4 Configure Shortcuts, .
v

U Configure Toclbars..,

¥ Configure Desktop Sharing...

Ele s ossensetings oo

T i s s Sl

| New Personal Invitation... |
| Mew Emall Invitation... |

Delete Al |

Delste |
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- Décocher Ask before accepting connections.
- Cocher Allows uninvited connections.
- Entrer un mot de passe sécuritaire (complexe).

-Apply | OK | fermer la fenétre.

4. Menu classique de KDE

Pour utiliser le menu classique de KDE, cliquer le
bouton Launcher et cliquer Switch to Classic
Menu Style.

Ky Configure - Desktop Sharing & & e &

Security ]

Network sk before accepting connections

@ +'| Allow remote connections to control your desktop

Security Allow uninvited connections
Uninvited connections password:
oo |

[& Help =/ Defaults l @ Apply l @ Cancel

Edit Applications...
|-Switch to Classic Menu Style l

» Application Launcher Settings Alt+D, 5

#® Remowe this Application Launcher Alt+0, R

Panel Options >

5. Synaptic

Et voila le menu classique de KDE.

(= Remmina (Remote Desktop Client)
Root Terminal

. Synaptic Package Manager
% System Settings

" Development

2l Electronics

=y Graphics

@y Hamradio

3 Internet

S, Kall Linux

i Multimedia

= Office

7 Settings

in: System

B Utilities

4, Lost & Found

B Y Y

@ Find Files/Folders

¢ Favorites >
o Run Command...

Y Leave >

Par défaut, lorsqu'on installe KDE dans Kali Linux, il n'y a pas d'application pour la gestion des paquets. 1l
nous faut donc en installer un. Notre choix s'est porté sur Synaptic.

5.1. Installation

Ouvrir un terminal et lancer la commande ci-dessous.

Lecture des listes de paquets... Fait
Construction de l'arbre des dépendances
Lecture des informations d'état... Fait

rarian-compat

Paramétrage de rarian-compat (0.8.1-5)

root@kali-linux-101:~# apt-get install synaptic -y

Les paquets supplémentaires suivants seront installés
aptdaemon aptdaemon-data girl.2-vte-2.90 librarian0O libvte-common libvte9 python-aptdaemon
python-aptdaemon.gtk3widgets python-defer python-gnupginterface python-software-properties

software-properties-common software-properties-gtk unattended-upgrades

8/17

Version: 0.0.1

2014-11-09




KDE

Traitement des actions différées
Traitement des actions différées
root@kali-linux-101:~#

(« triggers ») pour « python-support »...
(« triggers »)

pour « menu »...

6. KDE en francais

Nous pouvons maintenant mettre KDE en frangais.

Pour cette opération, on va utiliser Real VNC Viewer® et ainsi vérifier le Partage de Bureau.

Entrer 'adresse IP de Kali Linux | OK.

¥YMNC Viewer : Connection Details

N Server: 192.168.1.152 ) v|

c E ncryption:

[ About... ][ Optionz... ]

Bouton Launcher | Synaptic | Synaptic Package

Entrer le mot de passe du Partage de bureau |
OK.

VNC Viewer, : Authentication [No Encryption]

I
n LIzemanme: |

C Fassnad [ |

)

H Cancel ]

Entrer french | Rechercher | cocher et Sélection-

Manager. ner pour installation.
E1®) Gestiannaire e paquets Synapte Srey
= gfﬁc.e @ Midnight Commander Fichier Edition Paquet _Configuration _Aide e
# Settings ', Nepomuk Backup vz [ ) Filtre rapide o
- System ,, ) Recharger Tout mettre & niveau Propriétés -
_n Nepomuk File Indexing Controller
B Utilities

- Dphcrack

. Lost & Found (@ Reportbug (Debian bug reporting tool)

@& Find Files/Folders

" Synaptic Package Manager |
| System Monitor

o Favorites

nEE

task-french

[Version installée [Dermiere version |pescription

etk 3.14-+nmul+kaliz French environment

3.14+nmul-+kali2 French desktop

task-french-desktop

s
[m]
Administration systéme O
Administration systeme (i 7]
&

3.14+nmul-+kali2 French KDE desktop
2012.20120611-2 Tex Live: French

Administration systame (cc

© Run Command...
1Y Leave

77 UNetbootin
UXTerm
=] XTerm

Anciennes bibliothéques
Anciennes bibliotheques (N| | ]
Anciennes bibliothéques (<[ (]
Applications embarquées ”

20070706-1.4-2
20070613-2

French voice prompts f|

French voice prompts f

v

ﬁ Vu que notre station distante est en frangais, plusieurs écrans afficheront certains menus en frangais.

kde-110n-fr | Ajouter a la sélection.

Appliquer.

Prévoir d'effectuer d'autres changements ?

g Les actions sélectionnées auront un effet sur
d'autres paquets. Les modifications suivantes
doivent s'exécuter dans un ordre précis pour aboutir,

= Ainstaller

gAgnuler |[ &Fajouter & la sélection ]

Fichier Edition Paquet

=

Gestionnaire dg

Configuration Aide

4

Filtr

7]

Recharger Tout mettre & niveaull Appliquer § Propriétés Ifrer
= | | Paguet
#net* [0  task-french
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Appliquer.

Afficher les détails par fichier pour voir ce qui se
passe.

S Résume

@ Appliquer les modifications suivantes ?

C'est votre dernigre chance de parcourir |a liste des
changements prévus avant qu'ils ne soient appliqués.

b Ainstaller

b Aucune medification

Résumé Afficher les informatiens détaillées

4 paguets conservés et non mis & jour
2 nouveatx paquets vont atre installés

42,8 MB d'espace disque supplémentaire sera utilisé
31,1 MB seront téléchargés

[ Ne faire que |e téléchargement des fichiers des paqusts

Les modifications marquées vont étre appliquées.

30

Téléchargement des fichiers en cours

Téléchargement des fichiers en cours &9

e )

| Teléchargement du fichier 1 sIJr 2

Vitesse du téléchargement : 328 kB/s - 28s restantes

Afficher les détails par fichier

Etat Taille Paguet |URI —

DT 311 MB kde-l10nr httpifhttp k

746 B task-french-kde-desktop http:jfhttp .k

m ] 0|

%Aﬂnuler |

Téléchargement des fichiers.

- O

Installation de logiciels

Application des changements en cours &

(x

Les modifications marquées vont étre appliquées. Cela
peut prendre un certain temps. Veuillez patienter.

| I

Préparation des paquets..,

[ Fermer cette fenétre de dialogue une fois les modifications appliquées avec succés

Fermer puis fermer aussi la fenétre de Synaptic.

30

Téléchargement des fichiers en cours

Téléchargement des fichiers en cours ()

(x

|J Teléchargement du fichier 1 sur 2

Vitesse du téléchargement : 139 kB/fs - 3min 36s restantes

b iAfficher les détails par fichier

%Aﬂnuler |

Bouton Launch | Leave | Restart.

Les modifications ant été appliguées o) &%

&
) E Les modifications ont été appliquées

Changements appliqués avec succés. Vous
pouvez maintenant fermer cette fenétre,

[ Fermer cette fenétre de dialogue une fois les modifications appliguées avec succas

¢ Informations détaillées

@y Radio amateur > I
- Systeme > session
B Utilitaires {4 Log out
L, Objets trouvés B [ock
&t Recherche de fichiers / dossiers & S:-\ritch MIEEE
\ ¢ Favorites 2 System
w Run Command... | | Hibernate
> I._, Restart I
J LE,J e : {4 Shut down
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KDE est maintenant en frangais.

7. Le centre d'aide de KDE

7 Gestionnaire de paquets Synaptic
#. Configuration du systéme
G= Remmina (Remate Desktop Client)

Terminal administrateur

& Bureautique
# Configuration
_* Développement
2] Electronique
= Graphisme

% Internet

&, Kali Linux

J&@ Multimédia

@y Radio amateur
27 Systéme

B Utilitaires

WOOW W W W W WY Y WY Y Y Y

2, Objets trouvés

&% Recherche de fichiers / dossiers
\ i Favoris >
o Exécuter une commande...

L&) Quitter >
& PEE

P

AT R e

Pour installer le centre d'aide de KDE, lancer la commande ci-dessous.

root@kali-linux-101:~# apt-get install khelpcenter4 -y

Lecture des listes de paquets...

Fait

Construction de 1l'arbre des dépendances

Lecture des informations d'état...

Fait

Les paquets supplémentaires suivants seront installés

htdig lockfile-progs
Paquets suggérés
htdig-doc

Les NOUVEAUX paquets suivants seront installés
htdig khelpcenter4 lockfile-progs

0 mis a jour, 3 nouvellement
Il est nécessaire de prendre
Apres cette opération, 7 624
Réception de
Réception de
Réception de
2 310 ko réceptionnés en 4s

1 http://http.
2 http://http.
3 http://http.
(509 ko/s)
Préconfiguration des paquets.

installés, 0 & enlever et 4 non mis a jour.

2 310 ko dans les archives.

ko d'espace disque supplémentaires seront utilisés.
kali.org/kali/ kali/main lockfile-progs amdé64 0.1.17 [11,0 kB]
kali.org/kali/ kali/main htdig amd64 1:3.2.0b6-12 [1 973 kB]
kali.org/kali/ kali/main khelpcenterd4 amdé64 4:4.8.4-2 [327 kB]

Sélection du paquet lockfile-progs précédemment désélectionné.

(Lecture de la base de données...
Dépaquetage de lockfile-progs

340529 fichiers et répertoires déja installés.)
(a partir de .../lockfile-progs 0.1.17 amdé64.deb)

Sélection du paquet htdig précédemment désélectionné.

Dépaquetage de htdig

(a partir de

.../htdig 1%3a3.2.0b6-12 amdé64.deb)

Sélection du paquet khelpcenter4d précédemment désélectionné.

Dépaquetage de
Traitement des
Traitement des
Traitement des

khelpcenter4

(& partir de
actions différées
actions différées
actions différées

.../khelpcenter4 4%3a4.8.4-2 amd64.deb)
(« triggers ») pour « man-db »...

(« triggers ») pour « desktop-file-utils »...
(« triggers ») pour « gnome-menus »...

2014-11-09
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Paramétrage de lockfile-progs (0.1.17)

Paramétrage de htdig (1:3.2.0b6-12)

Creating endings database for ht://Dig search engine...done.
Paramétrage de khelpcenterd4d (4:4.8.4-2)
root@kali-linux-101:~#

7.1. Vérification

Bouton Launch | Aide. Le centre d'aide de KDE s'affiche.
" ‘& Page de départ - Le centre d'aide de KDE ) & &
Fichier Modifier Afficher Aller Configuration Ajde
“ HEChErChE dE ﬁchiers I||I [ Table des matizres @ Précédent v B Suivant v Copier @ Chercher H]
= Contenus | Glossaire -
¢« Manuel de Plasma
S 3, Aide en ligne !:e C e ntre
A Manuels des applications
¥ EEECUtEF Lne command ¥ Modules du Cei?re o e dla " de KDE
; Modules du centre d'info...
y Modules d'entrées / sorti...
I©' Pages de manuel UNIX |
) Scrollkeeper ] N o
%‘ MNaviguer dans les pages... . w
e Aide en ligne
¢ Manuels des applications
o Aide
o Bureautigue
o Configuration -
o Développement v
8. Compte usager
Pour la gestion des comptes des usagers dans KDE, il faut installer le paquet kuser.
root@kali-linux-101:~# apt-get install kuser -y
Lecture des listes de paquets... Fait
Construction de 1l'arbre des dépendances
Lecture des informations d'état... Fait
Les NOUVEAUX paquets suivants seront installés
kuser
0 mis a jour, 1 nouvellement installés, 0 a enlever et 4 non mis a jour.
I1 est nécessaire de prendre 196 ko dans les archives.
Apres cette opération, 696 ko d'espace disque supplémentaires seront utilisés.
Réception de : 1 http://http.kali.org/kali/ kali/main kuser amd64 4:4.8.4-3 [196 kB]
196 ko réceptionnés en 0s (197 ko/s)
Sélection du paquet kuser précédemment désélectionné.
(Lecture de la base de données... 340877 fichiers et répertoires déja installés.)
Dépaquetage de kuser (a partir de .../kuser 4%3a4.8.4-3 amd64.deb)
Traitement des actions différées (« triggers ») pour « hicolor-icon-theme »...
Traitement des actions différées (« triggers ») pour « man-db »...
Traitement des actions différées (« triggers ») pour « desktop-file-utils »...
Traitement des actions différées (« triggers ») pour « gnome-menus »...
Paramétrage de kuser (4:4.8.4-3)
root@kali-linux-101:~#
12/17 Version: 0.0.1 2014-11-09
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8.1. Création d'un usager

Launch | Systeme | Kuser (Gestionnaire d'uti-

. .
lisateurs). Ajouter.
B Gestionnaire d'utilisateurs pour KDE - KUser oo w
Fichier Utilisateur Groupe Configuration Aide
(% * Modifier 'E‘. Supprimer ‘ &g Ajouter &4 Madifier A Supprimer | c Recharger
Utiisateurs | Groupes |
Numéro d'ut v i Nom de connes Nom complet : Dossier persor: Shell de cannexion 2
0 root root froat J/bin/bash
1 daemon daemon fusrisbin /binssh
2 bin bin fbin /binssh
El sys sys Idev /bin/sh
4 syne sync fbin /bin/sync
5 games games fusrigames J/bin/sh
6 man man fvarfcache/m... /bin/sh
7 Ip Ip Mvarfspool/lpd  /bin/sh
8 mail mail fvar/mail /bin/sh
9 news news Mvarfspool/ne... /bin/sh

Entrer le nom du nouvel usager: toto. - Nom complet: Général Toto.
- Shell de connexion: /bin/bash.
- Changer le mot de passe.

s @ Klser @ @ @ @ F: YO Propriétés de I'utilisateur - KUser Yy ow

Informations sur tutiisateur | politique de mot de passe | Groupes |

Nom de connexion toto
Veuillez saisir le nom du nouvel utilisateur : deniant wisateur o0

Nom complet

Jbin/bash

Entre un mot de passe | confirmer | Ok.

Propriétés de lutilisateur - KUser

3 I;I Saisir le mot ... (@ & @ @ ————

Nom de connexion toto Changer le mot de passe.

Identifiant utilisateur ; 1001

Nom complet. |Général Toto

Ibin/bash

Ihomeftoto

Fichier | Quitter. Launch | Quitter | Déconnexion.

B o Gestionnaire d'utilisateurs pour KDE - KUser wow
Utilisateur Groupe Corfiguration  Aide

o Aouter o4 modfier % supprimer ‘cnuhim:r

connexio
[=] Verrouiller

*Dassier person Shell de connexion
/nonexistent  /bin/false

Debian-gdm Gnome Displ... Mvarflib/gdm3  fbinifalse

rtkit Realtimekit fproc Ibinifalse

saned /home/saned  /bin/false

debian-tor Mvarflibjtor fbin/false

kdm fhomefkdm Ibinfalse

oniencat GnionCat user Avarflib/onion... fbin/sh
th

landre n/bash
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Général Toto \ toto | Nom d'utilisateur: toto |

Mot de passe: mot de passe de toto | Menu |

Type de session | KDE Plasma Workstation |

Connexion. Le Général Toto est connecté.

Bienvenue dans Linux sur kali-linux-101
teto

michelandre

root

Nom d'gtilisateur o toto

Mot de passe :

Connexion

Par défaut Alt+T>
GNOME Changer d'utjlisateur Alt+] >
GNOME Classic Redémarrer le serveur X Alt+E

. KDE Plasma Workspace Connexion distante Alt+R

_ De secours Console de connexion  Alt+N

HATRNNUK

Arréter.., Alt+S

Jis> Victoire totale.
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Licence GFDL

GNU Free Documentation License
Version 1.3, 3 November 2008

Copyright (C) 2000, 2001, 2002, 2007, 2008 Free Software Founda-
tion, Inc. http:/fsf.org/

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
functional and useful document free in the sense of freedom: to as-
sure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially.
Secondarily, this License preserves for the author and publisher a
way to get credit for their work, while not being considered respons-
ible for modifications made by others.

This License is a kind of copyleft, which means that derivative
works of the document must themselves be free in the same sense. It
complements the GNU General Public License, which is a copyleft
license designed for free software.

‘We have designed this License in order to use it for manuals for free
software, because free software needs free documentation: a free
program should come with manuals providing the same freedoms
that the software does. But this License is not limited to software
manuals; it can be used for any textual work, regardless of subject
matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or
reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium,
that contains a notice placed by the copyright holder saying it can be
distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that
work under the conditions stated herein. The Document, below,
refers to any such manual or work. Any member of the public is a
licensee, and is addressed as you. You accept the license if you
copy, modify or distribute the work in a way requiring permission
under copyright law.

A Modified Version of the Document means any work containing the
Document or a portion of it, either copied verbatim, or with modific-
ations and/or translated into another language.

A Secondary Section is a named appendix or a front-matter section
of the Document that deals exclusively with the relationship of the
publishers or authors of the Document to the Document's overall
subject (or to related matters) and contains nothing that could fall
directly within that overall subject. (Thus, if the Document is in part
a textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical con-
nection with the subject or with related matters, or of legal, commer-
cial, philosophical, ethical or political position regarding them.

The Invariant Sections are certain Secondary Sections whose titles
are designated, as being those of Invariant Sections, in the notice
that says that the Document is released under this License. If a sec-
tion does not fit the above definition of Secondary then it is not al-
lowed to be designated as Invariant. The Document may contain
zero Invariant Sections. If the Document does not identify any In-
variant Sections then there are none.

The Cover Texts are certain short passages of text that are listed, as
Front-Cover Texts or Back-Cover Texts, in the notice that says that
the Document is released under this License. A Front-Cover Text
may be at most 5 words, and a Back-Cover Text may be at most 25
words.

A Transparent copy of the Document means a machine-readable
copy, represented in a format whose specification is available to the
general public, that is suitable for revising the document straightfor-
wardly with generic text editors or (for images composed of pixels)
generic paint programs or (for drawings) some widely available
drawing editor, and that is suitable for input to text formatters or for
automatic translation to a variety of formats suitable for input to text
formatters. A copy made in an otherwise Transparent file format
whose markup, or absence of markup, has been arranged to thwart or
di 1i i ion by readers is not Transparent.
An image format is not Transparent if used for any substantial
amount of text. A copy that is not Transparent is called Opaque.

Examples of suitable formats for Transparent copies include plain
ASCII without markup, Texinfo input format, LaTeX input format,
SGML or XML using a publicly available DTD, and standard-con-
forming simple HTML, PostScript or PDF designed for human
dification. Examples of image formats include PNG,
XCF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or
XML for which the DTD and/or processing tools are not generally
available, and the machine-generated HTML, PostScript or PDF
produced by some word processors for output purposes only.

The Title Page means, for a printed book, the title page itself, plus
such following pages as are needed to hold, legibly, the material this
License requires to appear in the title page. For works in formats
which do not have any title page as such, Title Page means the text
near the most prominent appearance of the work's title, preceding the
beginning of the body of the text. The publisher means any person
or entity that distributes copies of the Document to the public.

A section Entitled XYZ means a named subunit of the Document
whose title either is precisely XYZ or contains XYZ in parentheses
following text that translates XYZ in another language. (Here XYZ
stands for a specific section name mentioned below, such as Ac-
knowledgements, Dedications, Endorsements, or History.) To Pre-
serve the Title of such a section when you modify the Document
means that it remains a section Entitled XYZ according to this defin-
ition.

The Document may include Warranty Disclaimers next to the notice
which states that this License applies to the Document. These War-
ranty Disclaimers are considered to be included by reference in this

License, but only as regards disclaiming warranties: any other im-
plication that these Warranty Disclaimers may have is void and has
no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either
commercially or noncommercially, provided that this License, the
copyright notices, and the license notice saying this License applies
to the Document are reproduced in all copies, and that you add no
other conditions whatsoever to those of this License. You may not
use technical measures to obstruct or control the reading or further
copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a
large enough number of copies you must also follow the conditions
in section 3.

You may also lend copies, under the same conditions stated above,
and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly
have printed covers) of the Document, numbering more than 100,
and the Document's license notice requires Cover Texts, you must
enclose the copies in covers that carry, clearly and legibly, all these
Cover Texts: Front-Cover Texts on the front cover, and Back-Cover
Texts on the back cover. Both covers must also clearly and legibly
identify you as the publisher of these copies. The front cover must
present the full title with all words of the title equally prominent and
visible. You may add other material on the covers in addition. Copy-
ing with changes limited to the covers, as long as they preserve the
title of the Document and satisfy these conditions, can be treated as
verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly,
you should put the first ones listed (as many as fit reasonably) on the
actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document number-
ing more than 100, you must either include a machine-readable
Transparent copy along with each Opaque copy, or state in or with
each Opaque copy a computer-network location from which the gen-
eral network-using public has access to download using public-
standard network protocols a complete Transparent copy of the Doc-
ument, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of
Opaque copies in quantity, to ensure that this Transparent copy will
remain thus accessible at the stated location until at least one year
after the last time you distribute an Opaque copy (directly or through
your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the
Document well before redistributing any large number of copies, to
give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document
under the conditions of sections 2 and 3 above, provided that you re-
lease the Modified Version under precisely this License, with the
Modified Version filling the role of the Document, thus licensing
distribution and modification of the Modified Version to whoever
possesses a copy of it. In addition, you must do these things in the
Modified Version:

m A. Use in the Title Page (and on the covers, if any) a title distinct
from that of the Document, and from those of previous versions
(which should, if there were any, be listed in the History section of
the Document). You may use the same title as a previous version if
the original publisher of that version gives permission.

m B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Ver-
sion, together with at least five of the principal authors of the Docu-
ment (all of its principal authors, if it has fewer than five), unless
they release you from this requirement.

u C. State on the Title page the name of the publisher of the Modified
Version, as the publisher.

m D. Preserve all the copyright notices of the Document.

u E. Add an appropriate copyright notice for your modifications adja-
cent to the other copyright notices.

u E. Include, immediately after the copyright notices, a license notice
giving the public permission to use the Modified Version under the
terms of this License, in the form shown in the Addendum below.

m G. Preserve in that license notice the full lists of Invariant Sections
and required Cover Texts given in the Document's license notice.

m H. Include an unaltered copy of this License.

m L. Preserve the section Entitled History, Preserve its Title, and add to
it an item stating at least the title, year, new authors, and publisher
of the Modified Version as given on the Title Page. If there is no
section Entitled History in the Document, create one stating the
title, year, authors, and publisher of the Document as given on its
Title Page, then add an item describing the Modified Version as
stated in the previous sentence.

m J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise
the network locations given in the Document for previous versions
it was based on. These may be placed in the History section. You
may omit a network location for a work that was published at least
four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

m K. For any section Entitled Acknowledgements or Dedications, Pre-
serve the Title of the section, and preserve in the section all the sub-
stance and tone of each of the contributor acknowledgements and/or
dedications given therein.

m L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are
not considered part of the section titles.

m M. Delete any section Entitled Endorsements. Such a section may
not be included in the Modified Version.

m N. Do not retitle any existing section to be Entitled Endorsements
or to conflict in title with any Invariant Section.

m O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appen-
dices that qualify as Secondary Sections and contain no material
copied from the Document, you may at your option designate some
or all of these sections as invariant. To do this, add their titles to the
list of Invariant Sections in the Modified Version's license notice.
These titles must be distinct from any other section titles.

You may add a section Entitled Endorsements, provided it contains
nothing but endorsements of your Modified Version by various
parties--for example, statements of peer review or that the text has
been approved by an organization as the authoritative definition of a
standard.

You may add a passage of up to five words as a Front-Cover Text,
and a passage of up to 25 words as a Back-Cover Text, to the end of
the list of Cover Texts in the Modified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. If the Document
already includes a cover text for the same cover, previously added
by you or by arrangement made by the same entity you are acting on
behalf of, you may not add another; but you may replace the old one,
on explicit permission from the previous publisher that added the old
one.

The author(s) and publisher(s) of the Document do not by this Li-
cense give permission to use their names for publicity for or to assert
or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released un-
der this License, under the terms defined in section 4 above for mod-
ified versions, provided that you include in the combination all of
the Invariant Sections of all of the original documents, unmodified,
and list them all as Invariant Sections of your combined work in its
license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and
multiple identical Invariant Sections may be replaced with a single
copy. If there are multiple Invariant Sections with the same name
but different contents, make the title of each such section unique by
adding at the end of it, in parentheses, the name of the original au-
thor or publisher of that section if known, or else a unique number.
Make the same adjustment to the section titles in the list of Invariant
Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled History
in the various original documents, forming one section Entitled His-
tory; likewise combine any sections Entitled Acknowledgements,
and any sections Entitled Dedications. You must delete all sections
Entitled Endorsements.

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other
documents released under this License, and replace the individual
copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules
of this License for verbatim copying of each of the documents in all
other respects.

You may extract a single document from such a collection, and dis-
tribute it individually under this License, provided you insert a copy
of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate
and independent documents or works, in or on a volume of a storage
or distribution medium, is called an aggregate if the copyright result-
ing from the compilation is not used to limit the legal rights of the
compilation's users beyond what the individual works permit. When
the Document is included in an aggregate, this License does not ap-
ply to the other works in the aggregate which are not themselves de-
rivative works of the Document.

If the Cover Text of section 3 is applicable to these cop-
ies of the Document, then if the Document is less than one half of
the entire aggregate, the Document's Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the elec-
tronic equivalent of covers if the Document is in electronic form.
Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distrib-
ute translations of the Document under the terms of section 4. Repla-
cing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of
some or all Invariant Sections in addition to the original versions of
these Invariant Sections. You may include a translation of this Li-
cense, and all the license notices in the Document, and any Warranty
Disclaimers, provided that you also include the original English ver-
sion of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and
the original version of this License or a notice or disclaimer, the ori-
ginal version will prevail.

If a section in the Document is Entitled Acknowledgements, Dedica-
tions, or History, the requirement (section 4) to Preserve its Title
(section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document
except as expressly provided under this License. Any attempt other-
wise to copy, modify, sublicense, or distribute it is void, and will
automatically terminate your rights under this License.

However, if you cease all violation of this License, then your license
from a particular copyright holder is reinstated (a) provisionally, un-
less and until the copyright holder explicitly and finally terminates
your license, and (b) permanently, if the copyright holder fails to no-
tify you of the violation by some reasonable means prior to 60 days
after the cessation.

Moreover, your license from a particular copyright holder is rein-
stated permanently if the copyright holder notifies you of the viola-
tion by some reasonable means, this is the first time you have re-
ceived notice of violation of this License (for any work) from that
copyright holder, and you cure the violation prior to 30 days after
your receipt of the notice.

Termination of your rights under this section does not terminate the
licenses of parties who have received copies or rights from you un-

der this License. If your rights have been terminated and not per-
manently reinstated, receipt of a copy of some or all of the same ma-
terial does not give you any rights to use it.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of
the GNU Free Documentation License from time to time. Such new
versions will be similar in spirit to the present version, but may dif-
fer in detail to address new problems or concerns. See
http:/www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version num-
ber. If the Document specifies that a particular numbered version of
this License or any later version applies to it, you have the option of
following the terms and conditions either of that specified version or
of any later version that has been published (not as a draft) by the
Free Software Foundation. If the Document does not specify a ver-
sion number of this License, you may choose any version ever pub-
lished (not as a draft) by the Free Software Foundation. If the Docu-
ment specifies that a proxy can decide which future versions of this
License can be used, that proxy's public statement of acceptance of a
version permanently authorizes you to choose that version for the
Document.

11. RELICENSING

"Massive Multiauthor Collaboration Site" (or "MMC Site") means
any World Wide Web server that publishes copyrightable works and
also provides prominent facilities for anybody to edit those works. A
public wiki that anybody can edit is an example of such a server. A
"Massive Multiauthor Collaboration" (or "MMC") contained in the
site means any set of copyrightable works thus published on the
MMC site.

"CC-BY-SA" means the Creative Commons Attribution-Share Alike
3.0 license published by Creative Commons Corporation, a not-for-
profit corporation with a principal place of business in San Fran-
cisco, California, as well as future copyleft versions of that license
published by that same organization.

"Incorporate" means to publish or republish a Document, in whole
or in part, as part of another Document.

An MMC is "eligible for relicensing" if it is licensed under this Li-
cense, and if all works that were first published under this License
somewhere other than this MMC, and subsequently incorporated in
whole or in part into the MMC, (1) had no cover texts or invariant
sections, and (2) were thus incorporated prior to November 1, 2008.
The operator of an MMC Site may republish an MMC contained in
the site under CC-BY-SA on the same site at any time before August
1, 2009, provided the MMC is eligible for relicensing.
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